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Proposal Cover Letter

3/30/2011

Miki Calero
City of Columbus

Dear Miki;

Dell SecureWorks has prepared this proposal for your review. Baséd on our conversations with you and
your team, we are proposing our 24/7 Managed Security Services outlined in the order form that
accompanies this document. SecureWorks understands that your organization is seeking formal
ap&roval and we are prepared to honor the pricing and terms outlined in this document through July
15", 2011,

In order to begin service, SecureWorks will need to receive fully signed copies of both the Services
Order Form and Master Services Agreement.

We are looking forward to meeting with your team and CIO, Gary Calvin, on June 1st. Please let me
know how I can help.

Best regards,

Matt Eberhart, CISSP, PCI-QSA
Regional Sales Director

Dell SecureWorks

0O 404-486-4410

C 404-368-3811

F 404-393-6870

£ meberhart@secureworks.com
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Executive Summary

Overview

Dell SecureWorks understands the many information security and compliance requirements placed on
organizations today. We serve thousands of customers worldwide, including five of the Fortune 10 and
more than 15 percent of the Fortune 500. Dell Inc. listens to customers and delivers worldwide
innovative technology and business solutions they trust and vatue. Recognized as an industry leader by
top analysts, Dell SecureWorks provides world-class information security services to help organizations
of all sizes protect their IT assets, comply with regulations and reduce security costs. We do that with
intetligent defenses that combine our proprietary technology, global threat visibility and deep security
expertise. Dell SecureWorks’ global threat visibility is reinforced by: our deep and extensive knowledge
accumulated over time from monitoring thousands of customer networks comprised of varfous types of
technologies; our world-class Counter Threat Unit research team that is routinely first-to-market with
emerging threats; our partnerships and collaborations with security organizations around the world; our
Sherlock Security Management Platform that correlates security events across our customer base and
various technologies; and our 100 percent focus on providing information security services.

This unmatched global visibility advances our responsiveness to cyber threats, keeping us in step with
the most advanced cyber-intelligence. We work 24x7x365 to ensure that our customers’ information
(and uttimately, your customers’ information) is protected. Our five Security Operations Centers (SQCs)
operate night and day, which means expert advice is available to our customers at all times, every day
of the year. While our GCIA certified security analysts monitor your network, you can, too, in real
time, by using our secure web-based Dell SecureWorks Customer Portal. When a customer has a
guestion or request, the appointed IT staff can contact the SOC via phone, email or by submitting a
Help Desk ticket in the Customer Portal. The Dell SecureWorks SOC staff response time is always
prompt; they must meet firm Service Level Agreements that are part of every service we provide.

The opportunity to join forces with Dell allows Dell SecureWorks to further accelerate our ability to
deliver industry-leading information security services. Considering Dell’s strategic focus toward IT-as-a-
Service solutions, Dell SecureWorks is a great fit for Dell’s current and future path. Working together
with Dell, Dell SecureWorks is well positioned to further expand our global threat visibility and our
ability to help companies of all sizes reduce risk, improve regulatory compliance and lower costs of
managing IT security.

Delivering Business Value

¢ Better Protection: Dell SecureWorks’ suite of Managed Security and Security and Risk
Consutlting Services deliver superior threat protection, leveraging our experience and expertise
24x7 to counter threats before they impact your business. Dell SecureWorks’ leverages our
industry-leading threat visibility to identify and develop countermeasures to prevent emerging
threats from impacting your critical information assets.

+» Improved Operational Efficiency: Dell SecureWorks removes operational overhead while
providing more effective management and monitoring of your security environment. Our team
applies the experience and best practices gained from managing and monitoring thousands of
devices to your environment, ensuring your security infrastructure operates at peak
performance and your critical assets remain safe from harm.




s Facilitate Compliance: Dell SecureWorks helps your organization improve compliance with
industry regulations. Our Security and Risk Consulting Services team has deep experience
helping our customers align their controls with regulations such as PCl, GLBA, SOX, HIPAA and
NERC CIP. Our Managed Security Services can provide the effective controls necessary, such as
log monitoring and intrusion prevention, to comply with the various regulations. Additionally,
Dell SecureWarks’ robust reporting capabilities enable you to easily demonstrate control
effectiveness to auditors.

s Cost Savings; Dell SecureWarks’ services reduce the costs associated with securing your assets
and complying with industry regulations. Our Managed Security Services identify threats sooner
reducing the impact on your business, while providing you with comprehensive visibility into
your security program performance for optimal spending. Our services are vendor neutral and
make the most of your existing investments. The industry-leading Delt SecureWorks Customer
Portal also automates comptiance reporting and features workflow tools to save time and
resources.

The Dell SecureWorks Difference

» Intelligence-Infused Technology: Dell SecureWorks has spent more than a decade building the
technology and infrastructure needed to manage security for thousands of large organizations
worldwide. A key component of our purpose-built technology is the ability to leverage the
intelligence provided by our global visibility and expert research, and convert it into
countermeasures - creating a continuously improving technology that adapts with the changing
security landscape. Dell SecureWorks’ security management platform analyzes more than 13
billion events each day, comparing information within individual networks, across each
enterprise and across our customer base, Tight integration between our Security Operations
Centers (S0Cs) and the Counter Threat Unit™ (CTU™) research team facilitates rapid
deployment of custom defenses, so that when an attack occurs on cne network,
countermeasures are rolled out globally to protect atl customers from the same or similar
threats.

s Experts Serving Experts: Dell SecureWorks customers are served by the most qualified security
analysts in the industry. Dell SecureWorks is the only Managed Security Services Provider to
require our security analysts to hold the SANS GIAC Certified Intrusion Analyst (GCIA)
certification. Every time a customer interacts with our Security Operations Centers, they are
being served by a highly qualified professional. Qur experts provide unlimited and unmetered
support to resolve security incidents and safeguard your assets.

s Elite Threat Research: Consisting of some of the most highly regarded security researchers in
the world, the Dell SecureWorks Counter Threat Unit research group has a strong reputation for
publishing high-quality research on real threats to businesses. CTU researchers are frequently
first to market with the identification of new exploit techniques and the analysis of emerging
threats, and their expertise is often specifically sought by government agencies, media outlets
and large enterprises. They are among the most proficient in the industry, with exceptional
talent for malware analysis, reverse engineering and cybercrime investigation. They monitor
thousands of information outlets and sources around the world, and our experts leverage
hundreds of formal and informal relationships with other security experts and researchers.

# Flexible Services and Support: Dell SecureWorks Managed Security Services integrate
seamlessly into the most complex enterprise environments. Qur service delivery is tailored for
each engagement, allowing us to serve as an extension of our customers’ security teams,
Depending on each organization’s needs, these services can be delivered in a full range of
options, from futl outsourcing to co-management to monitoring to automated correlation and




reporting only, with service levels tailored to each individual device. As a vendor-neutral
provider, Dell SecureWaorks is able to monitor virtually any security technology or critical
information asset, including new technologies and custom applications.
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