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- City of Columbus Service Proposal |

Confidential

SeCU rity DeSig n Contact: Steve Miller

Email:  smiller@ndiwebsite.com

Phone: 330-598-1055

Review

Quote # 1508-06-17841

September 18, 2015

Statement of Confidentiality

This document contains confidential
material proprietary to Network
Dynamics Inc. (NDI).

The material, ideas and concepts
contained herein are i0 be used
exclusively to evaluate the
capabilities NDL

This information and the ideas
herein may not be disclosed, copied
or distributed to anyone outside of
City of Columbus; or be used for
purposes other than the evaluation
of NDI's capabilities on this
proposed engagement.




PROJECT SCOPE
City of Columbus has requested NDI provide a quote to complete a security de,éign review.

NDI will provide the following per this scope of work:

®*  Remote Security Planning Session

»  Network Architecture Analysis (remote)

*  App Planning Sessions {remote}

®  Network Design {remote)

¢ Design Review { remote)

*  NDI Project Management {remote)

e Caveat: Customer will be responsible for providing network access

» Caveat: Customer will be responsible for providing requested diagrams, packet captures and network

configurations

DELIVERABLES {HIGH LEVEL TO BE FIRMED DURING PLANNING MEETING)

e Cisco SAFE / CVD Compatible design (and relevant BOM if required)

s  Recommendations to secure protected applications

¢  Overall (high level / in scope segment) network topology

e PCI/HIPPA Audit Item Remediation assistance {assumes design recommendations are implemented).

EXCLUDED:

e Implementation of recommended solution
¢  Planning for more than 5 applications

e Travel

e  PEN testing

ASSUMPTIONS

NDI’s services under this PROPOSAL are also based, in part, on the following assumptions and answered questions,
and any failure to meet any such assumptions may affect NDI's proposed timeline, dellverabies ‘and pricing set forth

in this PROPOSAL:

e Customer will be responsibie for providing network access
e Customer will be responsible for providing requested diagrams, packet captures, and network

CO!’ITIgUfatIOf‘IS
¢ NDI assumes that installation activities will take place during normal business hours.

* No scope outside of what is described in this PROPOSAL will be required for this implementation.

* Special security restrictions or time restrictions should not be imposed on ND! Technicians

e The pricing includes an assigned Project Manager by ND!

e Pricing is good for 90 days from date of proposal.

° NDI's ability to meet the proposed completion dates is dependent, among other things, upon the
availability and accessibility of relevant CUSTOMER personnel far interviews, meetings and on CUSTOMER
management’s ability to review progress as specified in this PROPOSAL.

»  (ity of Columbus recognizes that delays in making decisions relative to internal processes and objectives
may extend the targeted completion dates and increase fees associated with the project.

e if the project timeline is extended due to a CUSTOMER decision, additional fees will be incurred. The
parties will execute a change order in accordance with the Change Management Process set forth in the

Network Dyanamics, Inc. | www.ndiwebsite,com 1




Agreement to cover any such additional scope of work and corresponding fees, provided however, that
until such change order has been executed by the parties, NDI shall not be obligated to incur any additional
costs or expend any additional effort.

Delays due to CUSTOMER's responsibilities to provide requirements and design approvals may extend any
targeted completion dates and fees associated with the project.

Delays in getting appropriate architecture approval on a timely basis may also result in unexpecied delays
and/or fee increases.

Any changes to the software or bill of materials for CUSTOMER's requirements may result in fee increases.
This proposal does not include requirements for Building Permits, Union Labor or Certificates of Insurance
unless specifically listed in the Project Scope.

CITY OF COLUMBUS GENERAL RESPONSIBILITIES

NDI's proposed timeline, estimated costs, and deliverables set forth in this PROPOSAL are also subject to City of
Columbus’s timely performance of the following obligations:

General

Custemer will provide full access to all network devices necessary to implement the designed solution.
Customer will provide capable administrative staff to assist Seller with physical or logical configuration of
components,

City of Columbus will provide business requirements through ND! led requirements gathering sessions.

City of Celumbus will provide direct access to a dedicated single point of contact that can access the key
project stakeholders and contributors to break down internal organization barriers, etc. (Site Contact)
Where work on the site is required, City of Columbus will provide NDI employees the necessary facilities,
infrastructure and support services {e.g., office space, access to conference rooms, telecommunications,
internet and LAN access, duplication and delivery services, etc.} to perform project refated activities.

City of Columbus wilt provide appropriate and availabie personnel to work with the NDI team during the
engagement.

City of Columbus will provide appropriate security access for all team members.

City of Columbus will provide VPN access, remote login information, and IP addresses to allow NDI
resources to access the systems remotely.

City of Columbus will share all documentation including network diagrams, documents and plans with the
NDI team to assist in performing the design and application development.

CHANGE CONTROL

Upon request for or in event of circumstances requiring Out Of Scope {00S) work NDI will provide City of
Columbus with a Change Request Form.

NDI will respond to out of scope requests with a quotation and/ or a Change Request Form. This form will be used
to administratively track changes to this Statement of Work and additional charges resuiting from those changes.
City of Columbus and ND! will both be required to sign/approve in writing the Change Request Form in order for
the changes to this Statement of Work to be accepted and incorporated within. If the Change Request resultsin a
change in price City of Columbus agrees to pay NDI any additional charges incurred as a resuit of changes to the
Statement of Work.

PRICING

CCIE Level Engineer 88 hours $125.00 $11,000.00
Project Manager 9 hours S 85.00 S 765.00
Total : S 11,765.00

Network Dyanamics, Inc. | www.ndiwebsite.com 2




*All Terms and Conditions in our contract # FLO005447 apply.
Price Quote is valid for 30 days from date on the cover sheet.

SIGNATURE ACCEPTANCE SECTION

By signing below, City of Columbus agrees to the terms and conditions as outlined in the proposal.

NETWORK DYANAMICS, INC. City of Columbus
SIGNATURE SIGNATURE

NAME NAME

TITLE TITLE

DATE DATE

Network Dyanamics, Inc. | www.ndiwebsite.com 3
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Confidential
Network Dynamics Inc.
Fi r eW a ” Contact: Steve Miller

Email:  smiller@ndiwebsite.com

Phone:  330-598-1055

Instaliation

Quote # 1509-02-18250

September 18, 2015

Statement of Confidentiality

This document contains confidential
material proprietary to Nefwork
Dynamics Inc. (NDI).

The material, ideas and concepts
confained herein are to be used
exclusively to evaluate the
capabilities NDL.

This informafion and the ideas
herein may not be disclosed, copied
or distributed to anyone ouiside of
City of Columbus; or be used for
purposes other than the evaluation
of NDI's capabilities on this
proposed engagement.




PROIJECT SCOPE
City of Columbus has requested NDI provide a quote to complete the initial setup of a Cisco Firewall.

ASSUMPTIONS

NDI’s services under this PROPOSAL are also based, in part, on the following assumptions and answered questions,
and any failure to meet any such assumptions may affect NDI’s proposed timeline, deliverables and pricing set forth

in this PROPOSAL:

o NDI assumes that installation activities will take place during normal business hours.

* No scope outside of what is described in this PROPOSAL will be required for this implementation.

® Special security restrictions or time restrictions should not be imposed on NDI Technicians

#  The pricing includes an assigned Project Manager by NDI

® Pricing is good for 90 days from date of proposal.

o NDI’s ability to meet the proposed completion dates is dependent, among other things, upon the
availability and accessibility of relevant CUSTOMER personnel for interviews, meetings and on CUSTOMER
management’s ability to review progress as specified in this PROPOSAL.

s City of Columbus recognizes that delays in making decisions relative to internal processes and objectives
may extend the targeted completion dates and increase fees associated with the project.

s If the project timeline is extended due to a CUSTOMER decision, additional fees will be incurred. The
parties will execute a change order in accordance with the Change Management Process set forth in the
Agreement to cover any such additional scope of work and corresponding fees, provided however, that
until such change order has been executed by the parties, NDI shall not be obligated to incur any additional
costs or expend any additional effort.

¢ Delays due to CUSTOMER's responsibilities to provide requirements and design approva!s may extend any

- targeted completion dates and fees associated with the project.

¢ Delays in getting appropriate architecture approval on a timely basis may also result in unexpected delays
and/or fee increases. _

* Any changes to the software or bill of materials for CUSTOMER's requirements may result in fee increases.

e This proposal does not include requirements for Building Permits, Union Labor or Certrﬂcates of Insurance
unless specifically listed in the Project Scope.

CITY OF COLUMBUS -

NDI's proposed timeling, estimated costs, and deliverables set forth in this PROPOSAL are also subject to City of
Columbus’s timely performance of the following obligations:

General

» Customer will provide full access to all network devices necessary to implement the designed solution.

o Customer will provide capable administrative staff to assist Seller with physical or logical configuration of
components.

¢ City of Columbus will provide business requirements through NDI led requirements gathering sessions.

» City of Columbus will provide direct access to a dedicated single point of contact that can access the key
project stakeholders and contributors to break down internal organization barriers, etc. (Site Contact)

+ Where work on the site is required, City of Columbus will provide NDI employees the necessary facilities,
infrastructure and support services {e.g., office space, access to conference rooms, telecommunications,
internet and LAN access, duplication and delivery services, etc.) to perform project related activities.

o City of Columbus will provide appropriate and available personnel to work with the NDI team during the
engagement.

e ity of Columbus will provide appropriate security access for all team members.

Netwark Dyanamics, inc. | www.ndiwebsite.com 1




s City of Columbus will provide VPN access, remote login information, and IP addresses to allow NDI
resources to access the systems remotely.

s City of Columbus will share all documentation including network diagrams, documents and pians with the
NDI team to assist in performing the design and application development.

CHANGE CONTROL

Upon request for or in event of circumstances requiring Out Of Scope (00S) work ND! will provide City of
Columbus with a Change Request Form.

NDI will respond to out of scope requests with a quotation and/ or a Change Request Form. This form will be used
to administratively track changes to this Statement of Work and additional charges resulting from those changes.
City of Columbus and ND! will both be required to sign/approve in writing the Change Request Form in order for
the changes to this Statement of Work to be accepted and incorporated within. if the Change Reguest results ina
change in price City of Columbus agrees to pay NDI any additicnal charges incurred as a result of changes to the
Statement of Work.

PRICING

CCIE Level Engineer 8 hours $125.00 $1,000.00
Cisco Hardware 18,657.66
TOTAL: $ 19,657.66
HARDWARE PRICING
To: City of Columbus From: Steve Miiter Ship To:

Firewall Replacement

[ oty | Part 4 Provided | _ Descripion [ uNTuLST | Discount | DiscountPrice | EXTENDED PRICE
1 ASASS545-FPWR-BUN _ASA5545-XwEh FIrePOWER Swes. Chassis and Subs Bundle i 0.0050% $ - 8 -

1 ASABSA5.FPWR-K9 {ASA 5545-X with FirePOWER Services, BGE, AC, 3DES/AGS, 285D | 18,505.00]50% $  929750|% 9,297.50
e K co FirePOWER Software vB.3.1 e 0.00:50% $ - |8 -

1 OT-1YR A 5545-X Botnet Traffic Fiter License for 1 Year 3,000.00{50% $ 150000 3% 1,500.00

1 iASABSA5.CTRL-LIC  'Cisco ASAB545 Controf License S 0.00[50% 8 - s -

1 ASARALS IASA5512-X - ASAS555-X Rall Kit B o 500.00(50% $ 250,00 | $ 250,00
1 SF-ASAX922KB  ASA9.22 Software image for ASA5500-X Series ~0.00[50% $ - s -

1 CABAC "AC Power Cord (Norh America), C13, NEMA 5-15P, 0.00[50% 8 - 18 -
1 ASAVPN-CLNT-KD ‘Cisca VPN Client Software (Windows, Solaris, Eimw, Mac) 0.00[50% 3 - 1s -
1 ASAIC-C-BLANK [ ASAS5545.X/5555-X Interface Card Blank Slof Cover T T Doo50% § - s -
1 ASASS4SMB  "ASAG545IFS Part Numberwith which PCB Serial s asscciated  0.00[50% 5 - s -

S 1 ASAPWR-AG | ASA 5545.X/5555-X AC Power Supply ' i 0.00{50% 3 HE -
1 ASAPWR-BLANK  IASAG545-Xi5555-X Power Stot Blank Cover o L o.oo[se% 3 - |3 -

1 ASAANYCONN-CSD-K8 _ASA 5500 AnyCennect Client + Clsco Security Desidcp Seftware i ~ 0.00[50% 3 - 18 -
2 ASASHDOX-SSD120NC  ASAS512-Xthrough5555-X 120GBMLCSEDSSD(ncly - 0.00[50% ) - |8 -

1 ASAS500-ENCR-KS {ASA 5500 Streng Encryption License (3DES/AES) e 0.00(50% $ - 1% -
1 FS-VMW-2-SW-K9 :Cisco FireSIGHT Management Center, (MWMWare) for 2 r!emces o 500.00150% $ 25000 1 % 250.00
1 LASABS*#S—TM‘IC— o Clst:ﬂ ASAL545 FirePOWER IPS, AMP and URL Llcenses B DOG50% $ - 18 -

1 CON-SNT-M5FPKY 'SNTC-BX5XNBD ASA 5545-X with FIrePOWER Services, 8GE, 2,303.00{28% $ 165816 |% 1,658.16

1 W APP SUPP + UPGR Cisco FireSIGHT Mana . 100.00i28% $ 72.00 [ § 72.00
1L sco ASAS545 FirePOWER IPS, AMP and URL TYR'Sues | 11,260.00[50% $ 5530008 5,630.00
Note: Where Applicable) ' Subtotal $ _ 18.65766.
Price does NOT include shipping Shipping ___ _: R TBD:
“Net 30" Torms ONLY with approved credié Tax_ i ) P TBD|
This quote valid only for 90 calender days from issuance TOTAL $ 18,657.66 :

Provided pricing is according the City of Columbus Contract FL005447
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SIGNATURE ACCEPTANCE SECTION

By signing below, City of Columbus agrees to the terms and conditions as outlined in the proposal.

NETWORK DYANAMICS, INC.

SIGNATURE

NAME

TITLE

DATE

City of Columbus

SIGNATURE

NAME

TITLE

DATE
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